DNS SOCKET POOLING



The socket pool enables a DNS server to use source port randomization when issuing
DNS queries. This provides enhanced security against cache poisoning attacks. The
socket pool is enabled with default settings on computers that have installed
Security Update MS08-037 You can also customize socket pool settings.

When a query is made to a DNS server that query is sent to a recursive DNS server.
The recursive server then sends a query to the Authoritavice DNS server using a
port. The reply comes back through the a source port which in turn makes you data
susceptible to an attacker because the same source port is being used all the time.
This makes it easy for the attacker to learn your route and attack the data.

With source port randomization, the DNS server will randomly pick a source port
from a pool of available sockets that it opens when the service starts.

With source port randomization, the DNS server will randomly pick a source port
from a pool of available sockets that it opens when the service starts.

What does Socket Pool do?

Instead of using a predicable source port when issuing queries, the DNS server uses
a random port number selected from this pool, known as the socket pool. The socket
pool makes cache poisoning attacks more difficult because an attacker must
correctly guess the source port of a DNS query in addition to a random transaction
ID to successfully execute the attack.

Let’s take a look at what can occur without port randomization.



http://go.microsoft.com/fwlink/?LinkID=148634
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DNS socket pool (Socket Pool randomization)

* The DNS socket pool enables randomization of queries to
prevent cache poisoning attacks.

* This feature is enabled by default in Windows Server 2012.
The DNS socket pool uses several source ports for issuing
qgueries.

* Both the number of source ports to be used and any
exclusions or ports not to be used for issuing queries can be
configured.

* This feature can’t be controlled using the DNS management
tool and must instead be configured by using either the
dnscmd tool or the registry.




Administrator; Command Prompt

icrosoft Windows [Uersion 6.2.92881]
(c) 2012 Microsoft Corporation. All rights reserved.

sUserssAdministrator>dnscmd #info /socketpoolsize

Query result:
Duword: 25688 (HBABATC4)

ommand completed successfully.

sUserssAdministratorr




We now want to change that to 9000

At the command prompt type:
Administrator: Command Prompt

icrosoft Windows [Uersion 6.2.920081
(c» 2012 Microsoft Corporation. All rights reserved.

ssUzers“Administrator>dnscmd sinfo ssocketpoolsize

Query result:
Duword: 2580 (BOAAA?C4 >

ommand completed successfully.
swUzerssAdministrator>dnscmd sconfig ssocketpoolszize 70HH
egistry property socketpoolsize successfully reset.

ommand completed successfully.

ssUserssAdministrator?




Enter the info command at the command prompt again to see that we are now running at
9000

Administrator: Command Prompt

(cy 2812 Microsoft Corporation. All rights reserved.
sUserssAdministratorddnsemd Ainfo /socketpoolsize

Query result:
Duord: 2588 (BBABA?C4)

ommand completed successfully.

:sUserssAdministrator»dnsemd Aconfig Asocketpoolsize 9086
egistry property socketpoolsize successfully reset.
ommand completed successfully.
sUserssAdministrator?dnsemd Zinfo /socketpoolsize

Query result:
Duord: 920800 (ABEA2328>

ommand completed successfully.

ssUserssAdministratopr




